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Brute Force Online Materials

 Materials needed
o Kali Linux Virtual Machine

e Software Tool used
« OWASP ZAP

» Tool pre-installed on Kali Linux

« DVWA

* |nstalled on the Kali Machine
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Objectives Covered

» Security+ Objectives (SY0-701)
* Objective 2.4 - Given a scenario, analyze indicators of malicious
activity.
* Physical attacks
 Brute force
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What is a Brute Force Attack?

A brute force attack is a form of password attack where the attack attempts
to guess a password by trying many passwords in the attempt to guess the
correct password

' Export
| Size Resp. Header | Size Resp. Body 4| Payloads @
381 bytes 4,237 bytes 1337, access :
381 bytes 4,237 bytes 1337, yankees Notice a” the
380 bytes 4,237 bytes 1337, 987654321
380 bytes 4,237 bytes 1337, dallas / usernameS/passwordS
380 bytes 4,237 bytes 1337, austin . .
380 bytes 4,237 bytes 1337 thunder 4] being used in hopes of
380 bytes 4,237 bytes [ 1337, taylor . , .
380 bytes 4,237 bytes 1337 matrix f|nd|ng the r|g ht
380 bytes 4,237 bytes gordonb, 123456
380 bytes 4,237 bytes gordonb, 12345678 paSSWOFd for' the SyStem
380 bytes 4,237 bytes gordonb, gqwerty
345 bytes 4,237 bytes gordonb, 1234567...
382 bytes 4,237 bytes gordonb, 12345
381 bytes 4,237 bytes gordonb, 1234 -
381 hute 4 237 hwte norcanh 111111 -

Please Note: The attack in this lab uses a dictionary
attack to help perform the brute force attack
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Brute Force Online Lab Overview

COoONOOR~LDN =~

Set up Environment
Download Password List
Start DVWA Servers
Open OWASP ZAP
Launch the Web Browser
Enter False Credentials
Get the GET Request
Brute Force the Password
Log into DVWA

ra.Rania
username=admin:password=THIS_IS THE_PASSWORD:Legin=Loginiuser_tol

a || output T}'Websockets m

| Method | URL | Code | Reason | RTT | Size Resp. B
POST https:/fshavar. services.mozilla. com/downloads... 504 Gateway Ti.. 20.0..

GET http://127.0.0.1/dvwa 301 Moved Perm... 7 ms

GET http:/127.0.0.1/dwwa/ 302 Found 6 ms

GET http:/f127.0.0.1/dwwallogin.php 200 0K 7 ms

GET http:/f127.0.0.1/dvwa/dvwa/css/login.css 200 0K 8 ms

http://127.0.0.1/dvwa/login.php 7 ms
GET http:/127.0.0,1/dwwa/login.php 200 OK 6 ms

GET https:/fblocklists.settings. services mozilla.com/... 504 GatewayTi.. 20.0..
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Set up Environment

* Log into your range

* Open the Kali Linux Environment
* You should be on your Kali Linux Desktop
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Start DVWA Servers

» Start up the web servers (on the Kali machine)
sudo /opt/lampp/xampp start
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Open OWASP ZAP

« Start the OWASP ZAP application

owasp-zap

) — LNd

OWASP Z.. .

2.13.0 '

—% owasp-zap
Found Java version 17.0.8
Available memory: 1947 MB

Using JVM args: -Xmx486m

ZAP Tips and Tricks:

The Heads Up Display brings all of the key ZAP
functionality into your browser.

OWASP ZAP

Do you want to persist the ZAP Session?

(®) ves, | want to persist this session with name based on the current timestamp

SeleCt the top Optlon () Yes, | want to persist this session but | want to specify the name and location ZAP services , ,
. INFO: Initializing Metwork Extension - Provides core net
and the hlt Start () No, | do not want to persist this session at this mement in time working capabilities.
[ | Rememberfyehaice and do not ask me again.
You can always change your decision via @etions ( Database screen

Help Start

CYB=R.ORG
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Launch the Web Browser

* Click on Manual Explore
 Unclick the Enable HUD option

* Click on Launch Browser ——

[<] Manus 2. Unselect the
i “Enable HUD:”

Welcome to OWASP ZAP This screen allows you to launch the browser of your choice so that you can explore your application w .
The ZAP Heads Up Display (HUD) brings all of the essential ZAP functienality into your browser, — Optlon
g tool for finding vulnerabilities in web applications.
e of the options below.
URL to explore:
Enable HUD:
Q ﬁg

Explore your application: [ Launch Browser JI_Firefox |v]
Automated Scan Manual Explore

A
You can also use browsers that you donf launch from ZAP, but will need to configure them to proxy thri

ol

/

1. Select “Manual
Explore”

3. Then, select
“Launch Browser” CYB=R.ORG
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Log Into DVWA D\W A)

 Access DVWA
 Go to the URL 127.0.0.1/dvwa admin
» Enter the following credentials
 Username: admin Login
» Password: password
 Click on DVWA Security
B Pracioes o om0 secue o oo

Set the Security to LOW QL injecton (ginc)

Weak Session IDs

|

|
 Then click on Submit XSS (DOM) I
Click on DVWA XSS (Reftected) }

|

|

4. Impossible - This level should be secur)
source code to the secure source code
Prior to DVWA v1.9, this level was knoy

Low b Submit

XSS (Stored)

Secu rlty \ CSP Bypass
JavaScript

N\

PHPIDS

76 (PHP-Intrusion Detection Syster

Set to Low and
Click Submit CYB=R.ORG
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Enter False Credentials

* Click on Brute Force option

* For the Username, enter THISISTHEUSERNAME
* For the Password, enter THISISTHEPASSWORD
* Click the Login button

Vulnerability: Brute Force

Home

Instructions

Login
Setup | Reset DB

Lsername:

Enter wrong
THISISTHEUSERNAME -

Password: / credentials

Select Brute Force

Command Injection

CSRF
File Inclusion Login - Then, click
File Upload Login

Insecure CAPTCHA
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View the GET Request

* Navigate back to OWASP-ZAP application

 Click on History Verify the username
and password that

* Double click on the last GET under the Method was input are shown
column / /

| Contexts GET http://127.0.0.1/dvwa/vulnerabilities/brute/?usernane=THISISTHEUSERNAMEEpasswo rd=THISISTHEPASSWORDELogin=Login HTTP/1.1
[E] Default Context User-Agent: Mozilla/5.0 (X11: Linux x86_64; rv:68.0) Gecko/20100101 Firefox/68.0
B sites Accept: text/html,application/xhtml+xml, application/xml;q=0.9,*/%;q=0.8
- . X Accept-Language: en-US,en;q=0.5
& https:/fshavar. services.mozilla, com Referer: http://127.0.0.1/dvwa/vulnerabilities/brute/
H [ P http:/127.0.0.1 Connection: keep-alive
HlStory Cookie: security=low; PHPSESSID=leed5\8Ltbjr887plrasanflvf
\ Upgrade-Insecure-Requests: 1

historyT G, search T [0 alerts T || Output m

b |/ Filter: OFF ' Export

| Req. Timestamp | Method | URL | Code |Reason | RTT | Size Resp, Body | Highest Alert  |Note | Tags
10 SILZTZL ITZGT S S AN GET ML Z7 U U LJaviwgl[siaad_eveTil_TISTETNerTs [s QU NOUFOUrTdT [=RLLE L1784 OyleEs LowW FralTo, COTTTITTETTr
15 5/12/21, 1:26:33 AM GET http://127.0.0. 1/dvwaldvwa/js/dvwaPage.js 200 OK 2ms 1,030 bytes U Low Comment
21 5/12/21, 1:26:37 AM GET http://127.0.0.1/dvwalsecurity. php 200 OK 4ms 5,283 bytes F Medium Form, Hidden, Scr.
22 5/12/21, 1:26:37 AM GET http://127.0.0.1/dvwaljs/add_event_listeners.js 404 Not Found 3ms 1,180 bytes U Low MailTo, Comment
24 5/12/21, 1:26:39 AM POST http://127.0.0.1/dvwalsecurity. php 302 Found 4ms O bytes FU Low SetCookie
25 5/12/21, 1:26:39 AM GET http://127.0.0.1/dvwalsecurity. php 200 OK 6ms 5,352 bytes U Medium Form, Hidden, Scr.
26 5/12/21, 1:26:39 AM GET http://127.0.0.1/dvwaljs/add_event_listeners.js 404 Mot Found 3ms 1,180 bytes I Low MailTo, Comment
27 5/12/21, 1:26:41 AM GET http://127.0.0.1/dvwafvulnerabilities/brute/ 200 0K 4ms 4,185 bytes Fu Medium Form, Password, ..
28 5/12/21, 1:26:41 AM GET http:/f127.0.0.1/dvwa//dvwwa/js/add_event_list... 200 OK 2ms 593 bytes U Low

5/12/21, 1:26:23 AM download... Gateway Ti... 20... 248 bytes
i 3 I r » 7 ™ Medium

Double click the last GET _
under the Method column CYB=R.ORG
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Brute Force the Password

* When you see the username and password that you entered, attempt to brute
force the password

* Right click on the GET packet Click on Attack and
- Select “Attack” and then “Fuzz...” / then Fuzz...

| I D
i HisturyT &y, Search T o alerts T || Output m /
@ & ' Filter: OFF @ Export /
Id | Req. Timestamp | Method | URL " |Code | Reason |R
I8 S 421, 170733 AN LOET SUg NOL FOLTTE e [T
15 5/12/21, 1:26:33 AM GET ::%c: Spider...
21 5/12/21, 1:26:37 AM  GET Include in Context | % Active Scan...
22 5/12/21,1:26:37 AM  GET Flag as Context >
24 5/12/21, 1:26:39 AM POST Run application >
25 5/12j21, 1:26:39 AM GET Exclude from Context [
26 5/12/21, 1:26:39 AM GET 4! Open/Resend with Request Editor...
27 5/12/21, 1:26:41 AM  GET Eelhelm From >
29 5/12/21, 1.26:41 AM GET Open URL in Browser >
30 5/12/21, 1:26:23 AM  POST Show in Sites Tab 504 Gateway Ti.. 20,
32 5/12/21,1:27:00 AM Open URL in System Browser
Alerts FID U1 MG RO Primar)r\‘rox)r: Copy URLs to Clipboard

\

Right-Click on the
GET packet CYB=R.ORG
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Brute Force the User/Password

 Highlight all of the Username entered
* Then click on “Add...” The click on Add

|Header: Text |v] | Body: Text |v] ﬂj‘ (=] Fuz Locations:
— = [oa|Vo | #. | #. B Add..,
http:fflz?.G.G.lfdeafuulnerabilitiesﬁbrutef?username:THIS‘§THEUSERNAMEBp'"\ :' Remove

assword=THISISTHEPASSWORDELogin=Login HTTP/1.1
User-Agent: Mozillass.0 (X11; Linux x86_64; rv:68.0) Geckoj20100101
Firefox/68.0 Pavloads...
Accept: text/html,application/xhtml+xml,applications/xml;q=0.9,%/+;q=0.8 =
Accept-Language: en-US,en;q=0.5
Referer: http://127.0.0.1/dvwa/vulnerabilities/brutes Processars..
Connection: keep-alive

Cookie: security=low; PHPSESSID=leedf18lthjr887plrisaldflvf
Upgrade-Insecure-Requests: 1

Host: 127.0.0.1

Al

Highlight the entire password

Here, “THISISTHEUSERNAME” is
highlighted

CYB=R.ORG
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Brute Force the User/Password

» Click on “Add..." in the Payloads

Location: Body [24, 44]
Value: THIS IS THE PASSWORD
Payloads:

# 4| Type | Description | # of Processors |B Add.., C“Ck on Add

[

» With the Type: set as Strings, enter the following 5 usernames
« admin, smithy, pablo, 1337, and gordonb

Make sure Type
is set as Strings

Type: | Strings

Contents: | admin Enter the 5
smithy <
pablo usernames
1337
gordonb|

Please Note: These Usernames can be
found using the SQL Injection Lab CYB=R.ORG




Brute Force the User/Password

Payloads x

Location: Header [58, 75]
Walue: THISISTHEUSERNAME
Payloads:

# 4| Type | Description | # of Processors |@

* Then select Add e
 Then select Ok ‘ Select Ok

Bottem

* This will bring you back to the Fuzzer screen A

Verify that the
Username has been
highlighted a color

J Fuz Locations T Options T Message Processors ]

>
|Header: Text || |Body: Text | v Bo FUE L=
- K,_-,|...a|v... [#. |#.. B Add...
http://127.0.0.1/dvwa/vulnerabilities /brute/?usernane=THISISTHEUSERNAMES T | | I IAIIIITY > 0 3 I —

assword=THISISTHEPASSWORD&Login=Login HTTP/1.1

User-Agent: Mozillas/5.0 (X11: Linux x85 84; rv:88.0) Gecko/20100101
Firefox/68.0 Payloads...
Accept: text/html, applicationsxhitml+xml,application/xml;q=0.9,%/%;q=0.8
Accept-Language: en-US,en;g=0.5 -
Referer: http://127.0.0.1/dvwa/vulnerabilities/brute/ Processors...
Connection: keep-alive

Cookie: security=low; PHPSESSID=leed5181thjr887plrasadflvf
Upgrade-Insecure-Requests: 1

Host: 127.0.0.1

CYB=R.ORG
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Brute Force the User/Password

 Highlight all of the Password entered
» Then click on “Add...” the clickon Add

|Header: Text |w| [Body: Text |»] [L] ] Fuz Locations: /

S Y/ I [ T
GET y [ |V | | Ll L
http://127.0.0.1/dvwa/vulnerabilities/brute/?username=THISISTHEUSERNAMESp T Remove
assword=THISISTHEPASSWORCELogin=Login HTTP/1.1

User-Agent: Mozilla/5.0WX11l: Linux xB6 64; rv:68.0) Gecko/20100101
Firefox/68.0 Payloadsm
Accept: text/html,applicati

Accept-Language: en-US,en;qg=0. S
Referar: http://127.0.0.1/dvwa/viNnerabilities/brutes Processors...
Connection: keep-alive
Cookie: security=low; PHPSESSID=leed
Upgrade-Insecure-Requests: 1

Host: 127.0.0.1

xhiml+xml, application/xml;q=0.9,%/%;q=0.8

1thjr8g87plrisanflvf

N

Highlight the entire password

AN

Here, “THISISTHEPASSWORD” is
highlighted

CYB=R.ORG
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Brute Force the Password

» Click on “Add...” in the Payloads

Click on Add
Location: Body [24, 44]
Value: THIS_IS_THE_PASSWORD
Payloads: /
# i | Type | Description | # of Processors |@ Add...
A
r Modify...

* In the Drop-down menu next to “Type:” select “File”

» Search for the file in the brute-force-online folder in the
CourseFiles/Cybersecurity folder named CommonPasswords.txt, select it and

then click Open

B

Select the ype: [File
“File” for File: pfbrute-force-onlinefCommonPasswords.txt . Select... '
Type

Look In: l[ﬁ‘ brute-force-online ."] [ ) J l fust J [ ] J ( LE| ][EJ SeleCt the
[ commonPasswords.oxt |« - CommonPasswords.txt

E| CommoeonbUsernames. txt i
file

[ ] README. md -
CYB=R.ORG
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Brute Force the Password

Location: Body [24, 44]
Value: THIS_IS_THE_PASSWORD

Click on “Add” and then click “Ok” in the Payloads menu
In the Fuzzer, select the Options Tab o [omtn] oo B

Set the delay when fuzzing to 25ms e || Click on
Ok

» Select the “Follow Redirects” option
ﬁ ] Remove WithoLt Confirmation v LAl

CI'Ck Optlons tab — Options T Message Processors ]

Retries on 10 error:

Limit maximum errors: [/

Max. errors allowed:

Payload replacement strategy:

(®) Depth First

() Breadth First

Concurrent scanning threads per scan: 5

L

Set the delay to

oo oo
25ms \ 0 5 10 15
| Delay when fuzing (in milliseconds): 25

>

TQ T T T T
Select the Follow 0 100 200 00
=" | Follow Redirects: [/

Redirects option
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Brute Force the Password

Click on the Start Fuzzer

This starts the Brute Force attempt

Organize the data by Size Resp. Body

Look for the largest responses

[ I:Hlul .
size Resp. Body +| Payloads The 4 passwords with the
4,237 bytes gordonb, dallas largest Size Resp. Body should
4,237 bytes gordonb, austin
R gordonb. thunder be the username/password
4,237 bytes gordonb, taylor combinations
4,237 bytes gordonb, matrix
(4,280 bytes ) ( admin, password
4,280 bytes pablo, letmein ] ]
4,282 bytes smithy, password Which username did not
&, 284 oytes gordonb. abcl23 correctly crack a password?

\ ™~
Cracked

Largest Responses  Username/Passwords

CYB=R.ORG
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Log into DVWA

 Go back to the browser
* Log out of DVWA

» Attempt to login as another user
» Use the captured/cracked credentials

D\WA)

Login

Log back in using
another account’s
credentials

CYB=R.ORG
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How to Defend Against a Brute Force Attack

« Strong Passwords

* Why is a longer password stronger? (D0e5 w31rd sp3LLing
M4tt3r?)

* Why were some passwords solved before others?

* Increasingly longer delay between failed attempts

« Slow down the attacker. (10s, 15s, 30s, 45s, 1minute
between attempts.)
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How to Defend Against a Brute Force Attack

» Lockout after __ failed attempts

« Account will eventually lock. User will need contact support to
regain access.

« Two-Factor Authentication
 Why would these help secure your password?

* What are some other ways of defending against a brute
force attack?
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